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YoaneHHaa keanugpuuupoB8aHHAA

U HEK8anugpuuupo8aHHAA 3/1€KMPOHHAA
100MNUCb — MOYKA repesnoma 3/1eKmpPoHHOU
KOMMYHUKauyuu?

Cronaposa-Mbiy Anna MmMxaunoBHa,

PYKOBOAUTE/Ib NPOEKTOB KOMMNaHUN
Asseco Data Systems, lNonbLua

Asseco Data Systems SA — OtgeneHue Ycnyr Josepua n besonacHoctun



[lonoxeHHue EIDAS o ynanéHHoM noanmncu

OduumanbHbIN XKypHan EBponenckoro Cotosa ot 23 ntona 2014 r. coaepKut
onybaunkosaHHoe [TocTaHoBneHMe EBponeinckoro MNapnamenTa n Coseta (EC) Ne 910/2014
MO 3/IEKTPOHHOW NAEHTUDUKALMM U YCIyrax A0BEPUA B OTHOLWEHUN 3/TIEKTPOHHbIX
TPaHCAKUMIN Ha BHYTPEHHEM pbiHKe 1 oTmeHAwee Aupexktnsy 1999/93/ EC (Tak
Ha3biBaemoe MonoxkeHune elDAS [elDAS]).

[ata nybaukauun elDAS: 2014-08-28
JlaTta BCTYN/1IEHUA B }KU3Hb: 2014-09-17
[Narta Hayana geuncremsa: 2016-07-01

[ata oTmeHbl Aupektusbl 1999/93/ EC: 2016-07-01

(52) The creation of remote electronic signatures, where the electronic signature creation
environment is managed by a trust service provider on behalf of the signatory, is set to
increase in the light of its multiple economic benefits. ...

Where a qualified electronic signature has been created using a remote electronic signature
creation device, the requirements applicable to qualified trust service providers set out in
this Regulation should apply.



[lonoxeHHue EIDAS o ynanéHHoM noanmncu

(52)

Bce 60nee pacnpocTpaHEHHOM byaeT co3aaHne 3NeKTPOHHOM Noanucu
Ha paccToAHWE, B C/lyYae KOTOPOro cpeaon co34aHnNA 3/IEKTPOHHOM
noANUCK YNPaBASAET NOCTABLUMK YCNYT JOBEPUA OT MMEHMU
NOANUCBLIBAIOLLLErO, TaK KaK 3TO CBA3aHO C MHOXECTBOM 3KOHOMMYECKUX
BbIroA, ...

B cnyyae KBaamMduumpoBaHHOM NOAMNMUCKU CO34aBaeMoOn Npu NOMOLLU
YCTPOWCTBA ANA CO3AaHMA 3NEKTPOHHOM NOANMUCKU Ha PacCTOAHUE
HeobxoaMMo NPUMeHATb TpeboBaHMA UMEKOLLIME NPUMEHEHME

K KBaIMPMUMPOBAHHbIM NOCTaBLLMKAM YCAYT 4OBEPUA onpeaenéHHble
B HACTOALLEM MOJIOKEHUN.
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PeweHuna ADS — cneKTp ycayr cornacHo elDAS

Cepmugbukamos
......................................................... udeHmucgbukauuu
ArneKkmpoHHoU rnoornu geb-calimos
................................................................... SneKmpOHHbIX
Banudayuu LWmamnos
3/1eKMPOHHbIX MOONUCU L epemMeHU
nedamu 7 (9 N /e
................................................. aﬂeKmpOHHbIX
Yenyea / neyamu
peaucpuposaHHou
31EKMPOHHOU -
docmaskKu




Ayaut cootBeTcTBUA NO eIDAS - cucrema nagzopa

n oueHbl cootBetcTBmA elDAS (Hanpumep, EN 319 411-2)

CAB: Conformity CAB +TSP: Trust CAR: Conformity
Assessment Service Assessment
Body Provider Report

UToru no
oueHKe
COOTBeTCT

OueHka AyauT B mecrte
AOKYMEHTaL N npeaocTaBneHUA

(3tan 1) ycayrm (3Ttan 2) o

NAB: National
Accreditation
Body

MNMpoBepKa
opraHom
Hapg3opa

COOTBETCTB
ma elDAS



AyaAnUT COOTBETCTBMUA

AyauTbl
COOTBETCTBUA
«Certum» ¢
3aKOHOAa-
Tenbctsom EC
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2017 Trusted Site 2017 Trusted Site 2017
Certificate ID:  9752.17  Certificate ID: 9755.17  Certificate ID:  9754.17

© TUVIT - TUV NORD GROUP - www.tuvit.de © TUVIT - TUV NORD GROUP - www.tuvit.de © TUVIT - TUV NORD GROUP - www.tuvit.de

Kwalifikowany podpis elektroniczny Kwalifikowany zdalny podpis Kwalifikowany elektroniczny
— : e . elektroniczny znacznik czasu
(CERTUM QCA 2017 for Qualified
Electronic Signature on QSCD) (CERTUM QCA 2017 for Qualified ST 2017 for Qualified
Electronic Signature on remote QCSD) Time Stamps)

2017

Certificate ID: 9753.17  Certificate ID: 9756.17  Certificate ID: 9757.17

© TUVIT - TUV NORD GROUP - www.tuvit.de © TUWIT - TUV NORD GROUP - www.tuvit.de © TUWIT - TUV NORD GROUP - www.tuvit.de

Kwalifikowana pieczg¢ elektroniczna ~ Kwalifikowana zdalna piecze¢ ~ Walidacja kwalifikowanych podpiséw

S elektroniczna i pieczeci elektronicznych
alinea

(CERTUM QESValidationQ 2017)

www.nccert.pl/tsl/PL_TSL.xml
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC/

This indicator expressed as a URI indicates:
Description:

A qualified certificate issuing trust service creating and signing qualified certificates based on the identity and other attributes verified by the relevant registration services, and under
which are provided the relevant and related revocation and certificate validity status information services (e.g. CRLs, OCSP responses) in accordance with EU Directive 1999/93/EC [i.3]
or with Regulation (EU) No 910/2014 [i.10] whichever is in force at the time of provision. This may also include generation and/or management of the associated private keys on behalf
of the certified entity.

Requirements:

When the listed service is a "root" certificate generation service issuing certificates to one or more subordinates certificate generation services and from which a certification path can
be established down to a certificate generation service issuing end-entity qualified certificates, this service type shall be further identified by using the
"http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/RootCA-QC" identifier (described in clause D.4) which is included in the additionalServicelnformation extension (clause 5.5.9.4)
within a Service information extension (clause 5.5.9).

When applicable, this service type shall be further specified through the use of an additionalServicelnformation extension (clause 5.5.9.4) within a Service information extension
(clause 5.5.9) by using the appropriate identifiers indicating the nature of the qualified certificates for which the qualified status has been granted, i.e. qualified certificates for
electronic signatures, qualified certificates for electronic seals, and/or qualified certificates for website authentication (as specified in clause 5.5.9.4).

When, in accordance with Annex Il of Regulation (EU) No 910/2014 [i.10], the above described service includes the management of the electronic

signature creation data on behalf of the signatory for qualified electronic signatures as part of the provision of qualified electronic signature creation
device, and/or includes the management of the electronic seal creation data on behalf of the seal creator for qualified electronic seals as part of the provision of qualified electronic

seal creation device, then the qualified certificates for which the private key resides in such a device shall be further identified and specified through the use
of a Qualifications extension (clause 5.5.9.2) within a Service information extension (clause 5.5.9) by using the appropriate criteria and qualifiers (clause 5.5.9.2.3).

When the certificate validity status information (e.g. CRLs, OCSP responses) related to the qualified certificates issued by the listed "CA/QC" identified service are not signed by the
private key corresponding to the listed public key and when no certificate chain/path exists from the related certificate validity status information services (either CRL issuing entities or
OCSP responders) to the listed "CA/QC" identified service public key, those certificate validity status information services shall be listed separately.
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CAR ana ynanéHHom nognucun/nedvaTtu

‘ CERTUM QCA 2017 for Qualified Electronic Signature

on remote QSCD of the trust service provider
Asseco Data Systems S.A. for the trust service in accordance with elDAS
creation of qualified certificates for electronic signatures

‘ CERTUM QCA 2017 for Qualified Electronic Seal on

remote QSCD of the trust service provider
Asseco Data Systems S.A. for the trust service in accordance with elDAS
creation of qualified certificates for electronic seals
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YnanéHHaa noanmcb/nevatb

CERTUM QCA 2017 for CERTUM QCA 2017 for
Qualified Electronic Qualified Electronic Seal
Signature on remote QSCD on remote QSCD

¥

SimplySign

10
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SimplySign

A TaK MHOTo mecT NpUMeHeHuA
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SimplySigh — npeaHa3HayeHne, Komy?

PaboOTHMKM AaHHOM OpPraHU3aLUnK :

* [lpaBneHUIo N pyKOBOACTBY

* PaboTHMKam

* [lapTHepam, COUCNOJIHUTENEM
KnaneHTOmM AaHHOM OpraHu3aumm :

* Knunentam nHamsmayanbHbim (B2C)

* Knunentam no 6msHecy (B2B)

12



Case study — Kak moXeT 3apaboTaTtb

~ O

PaboTHUKMK
OpraHusauum

x»
A

ObpaboTKa
AOroBOpOB,
peKnamauum,
cyeToB U 4,
npoLeccos p.

3

NOAMMUCATs

KsanupuumposaHHan

3/1eKTPOHHaA
noanucb

(OpraHunsauma m
KnuneHr)
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Cuctema UT
opraHvsauyuu
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SimplySign — MobunbHaa aneKkTpoHHaa NoANUCH

3TO COBpeMeHHOe W MPOCToe B WCMNOAb30BaHUM CPeacTBO
npegocTaBastoLlee KomdopT 7 yBenn4ymBawllee
3pPEeKTUBHOCTb  nNpoueccoB  obopoTta  3NEKTPOHHbIMMU
nokymeHTam. ObecneunmBaetr 100% mMobUNbHOCTU, SIKOHOMMUT
BPEMS M MNPU 3TOM rapaHTupyetr 6e30macHOCTb AENCTBUM
BbINO/IHAEMbIX OH/TANH.

€<  Podpisz

Podpisujesz pliki jako
& Mariusz. Janczal Kk

I Wprowadz PIN dla karty
Mariusz. Janczal k

Npeumywecrsa ) =
° bBbicTpbll, 6e30nacHbIN, BCEraa noa PyKom, Hanpumep B
TBOEM TenedoHe. 2]

* MOXHO ero uncnonab3osBaTb ,EI,eVICTBMTeanO Besage B
I'IpOM3BOJ'IbeIl7I MOMEHT U C KaXXaoro mecta mumpa.

* PaboTaeT He3aBUCMMO OT AHA U BpeMeHU CYTOK

° [lepBasA Takoro TMNa yc/yra Ha NOJIbCKOM pbIHKe!

14



MNepBasa KBannduuymupoBaHHanA
3/1IeKTPOHHAA B [lonblue n
OAHO U3 NepBbIX TAKUX
peweHun B EC nonb3oBatbcA
KOTOPOU MOXKELlUb Ha
cMmapTPoHax.

becnnatHan

aBTOPCKaA annanKauua ans
co34aHMA NoANUCK Ha
MOBUADbHDbIX YCTPOMUCTBAX
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HekoTopble 4YepTbl pelleHuA:
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Y10 Heob6x0aMMO YTOBbI NONb30BaTbLCA
SimplySign?

S
wersja
mobilna

wersja
tradycyjna
. J

2 4 7
@ Smartphone lub tablet } @ Urzadzenie mobilne + PC
© Dostep do Internetu S © Dostep do Internetu

dNEeKTPOHHaA NoANUCL BCEraa nog pyKon
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HekoTopble 4YepTbl pelleHuA:

MunbTMnNAaTBOPMEHHOCTb

5
5

PN NN AN E AN RN EEAEEEEEAEEAEEAEEEEEEEESEESEESEESEESEESEEEEEEEEEEEEEEES = NN NN AN EEAEEAEEEEE RS RS RS EEEEEEEEEEREEEEEEEEEEEE

R a

MobunbHasnA CTALMOHApPHbIA PC Beb NpunoxeHUs

L] < Ce
|QS OS X O /e

B® Microsoft
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HekoTopbie 4yepTbl peleHusn:

Anna Strezynska
zy 2+ Obserwuj
@AnnaStrezynska

@jarek1973 juz chyba nie ma potrzeby, jest juz
podpis kwalifilkowany serwerowy (w chmurze) i
mozna sie oby¢ bez tych starozytnych
urzgdzen.

PODAME DALE] POLUBIEMIA '-ﬁ E
2 3 ks 'y

15:59 - 27.03.2017

Nepesoa: AHHA CTtpexunHcKa (MuHuctp Undpusaumm Monbin) yxe

KaXKeTCs HET TaKOM HEOBXOAMMOCTH, YHKe eCTb

KBaAMPMuMpoBaHHaA cepBepHaa nognuck (B obnake ) U MOXKHO

obonuTUCb 6e3 3TnX ApeBHUX VCTDOMUCTB. 19
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HekoTopble 4YepTbl pelleHuA:

bonblie nponsBoaUTENbHOCTb U
Bpems 4 SimplySign

by QJIr2co

Yem Knaccuueckas

noanuch ¢
CMapTKapToM U
puaepom!
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HekoTopble 4YepTbl pelleHUA:

COOTBETCTBYET
elDAS.

Bo3MOXHOCTb Nosb3oBaTbCA 3-lloanucbro EC Nr 910/2014
23 NONA 2014

B PA3/INYHbIX  TeNenHoPopMaLMOHHbIX
cuctemax scen EC
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HekoTopble 4YepTbl pelleHuA:

MACLUTABMPYEMOCTb
YCNYIU _—
@ 1 000 000+

Tex. CpeactBa

1 [a: =
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HekoTopble 4YepTbl pelleHuA:

AP AP| nna knuenToBs dla Enterprise KAneHToB ANA
nHterpaumm c ycnyron Asynchronous REST, JSON, XMIL;

System Twoje Zaufane e
SimplySign . k'{lenta . AP I Centrum Podpisu
/\ artner] [Certum] E|Ekl‘r0nlcznego
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YnaneHHaa noanucob B EC - Cnuncku TSL - MUcnanua

Qualified certificates issued by “AC Firmaprofesional — CUALIFICADOS”
Service Type CA/QC

Service Status TrustedList/Svcstatus/granted
Status valid from 2016-07-01 00:00:00
Qualifiers TrustedList/SvcinfoExt/QCQSCDManagedOnBehalf

Assert At least one

Policies Object Identifier urn:o0id:1.3.6.1.4.1.13177.10.1.1.3

24
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YnpaneHHaa noanucb B EC - Cnuncku TSL — UTanuns

CN=I.T. Telecom Firma Qualificata CA,OU=Servizi di certificazione,O=I.T. Telecom
S.R.L.,C=IT

Service Type CA/QC
Service Status TrustedList/Svcstatus/grante
Qualifications Qualifications - Service Information Extension

Qualifiers TrustedList/SvcinfoExt/QCQSCDManagedOnBehalf

25



YaaneHHaa nognucb B mupe
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Cloud Signature Consortium

Budujemy standard

—N f@ ePodpisu w chmurze

D
Asseco Data Systems ogtasza
Cloud Signature Consortium
CLOUD
O L #0OpenSignature c%

SIGNATURE
CONSORTIUM

LY

ASSECO DATA SYSTEMS WRAZ Z ADOBE
WPROWADZA NOWY STANDARD DLA PODPISOW
ELEKTRONICZNYCH W CHMURZE

Adobe - CWLWA / pnaHaua

Asseco Data Systems - Nonablia
Bundesdruckerei / D-Trust — lepmaHus
Cryptolog/Universign — ®paHuma
Docapost /Certinomis — ®paHuma
InfoCert — Utanus

Intarsys Consulting - fepmaHusa

Intesi Group - NTanna

lzenpe — UcnaHua

SafelLayer — UcnaHua

SwissSign — LLiBenuyapusa

Technische Universitat Graz — Asctpus
Unibridge — Hopserus

26



KOHTaKTHblIe AaHHble:

Atta Stoliarowa-My¢ Efl d ro.ﬂla p HO

Security & Trust Service Division

Asseco Data Systems S.A. 3d BHMMAHUNE

alla.stoliarowa@assecods.pl
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Mpumeyanue: MNMepesog caenaH aBTOPOM, aBTOP He HECET
OTBETCTBEHHOCTM 33 HenpeayCMOTPEHHbIE HETOYHOCTM!.
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/Zastrzezenia prawne

Zawarto$¢ dostepna w prezentacji jest chroniona prawem autorskim i stanowi przedmiot wtasnosci. Teksty, grafika,
fotografie, dzwiek, animacje i filmy, a takze sposdb ich rozmieszczenia w prezentacji podlegajg ochronie na mocy
Ustawy o prawach autorskich i prawach pokrewnych oraz innych przepisow z tym zwigzanych. Jakiekolwiek
nieautoryzowane zastosowanie jakichkolwiek materiatéw zawartych w prezentacji moze stanowi¢ naruszenie praw
autorskich, znakéw firmowych lub innych przepiséw. Materiaty dostepne w prezentacji nie mogg by¢ modyfikowane,
powielane, przedstawiane publicznie, wykonywane, rozprowadzane lub wykorzystywane w innych celach
publicznych lub komercyjnych, chyba ze Asseco Poland S.A. wydat na to wyrazng zgode na pismie. Kopiowanie
w celach komercyjnych, rozpowszechnianie, modyfikacja lub przejmowanie zawartosci niniejszej prezentacji przez
osoby trzecie jest niedozwolone. W prezentacji mogg by¢ prezentowane réwniez materiaty zawierajgce odestania
do ofert i ustug podmiotow trzecich. Warunki korzystania z ofert i ustug podmiotéw trzecich sg okreslone przez te
podmioty. Asseco Poland S.A. nie ponosi zadnej odpowiedzialnosci za warunki i skutki korzystania z ofert i ustug
tychze podmiotdw. Dane i informacje zawarte w prezentacji majg jedynie charakter ogélnoinformacyjny. Prezentacja
przygotowana zostata w oparciu i przy uzyciu produktow firmy Inscale. INnscale

Nazwa oraz logo Asseco Poland S.A. sg zarejestrowanymi znakami towarowymi. Korzystanie z tych znakéw wymaga
wyraznej zgody ze strony Asseco Poland S.A.

2015 © Asseco Poland S.A.



